
Managing risk –
our business

Introduction
QBE has proactively managed the 
economic and insurance exposure impacts 
of COVID-19 alongside the operational 
challenges presented by the pandemic. 
COVID-19 has changed our approach to 
remote working, increasing the need for 
QBE to implement policies and practices 
to support a hybrid workforce. The focus 
now is on the ongoing monitoring and 
management of the risks that arise with 
a hybrid workforce.

Business interruption claims and 
associated legal test cases and class 
actions have presented a number of 
issues for QBE (as well as the insurance 
industry more broadly) which we continue 
to manage through our Business 
Interruption Steering Committee.

As a property insurer, QBE is exposed 
to weather events such as, in 2021 
Hurricane Ida and the Winter Storm Uri 
in North America. Further developing our 
understanding of the effects of climate 
change on our underwriting exposures 
continues to be a top priority for QBE.

Enterprise Risk 
Management framework
The Enterprise Risk Management (ERM) 
framework describes QBE’s approach 
to managing risk effectively, which in turn 
supports our strategy and fundamental 
principles. The purpose of the ERM 
framework is to embed the way we 
manage risk in the day-to-day business 
operations, which in turn supports 
QBE’s overall strategic objectives. 
The framework covers:
• strategic objectives and business plan;

• strategic planning, risk appetite 
and capital management; 

• risk governance, monitoring 
and reporting; 

• risk identification, measurement 
and mitigation;

• risk management systems; and
• risk skills and risk culture. 

QBE continues to mature and enhance our 
ERM framework, with a heightened focus 
on embedding increasing community 
and regulatory expectations into our 
governance, risk and compliance system, 
Insight. This allows more informed risk-
based decision making that is data driven 
and represents a significant improvement 
in our understanding of risk management 
within QBE. Two of the key processes 
we use to manage risk and drive more 
informed risk-based decision making are 
the Risk and Control Self-Assessment 
(RCSA) and Incident and Issue 
Management processes. The increasing 
maturity of these processes is allowing 
QBE to better understand our risk 
exposures, thereby improving our control 
environment and allowing us to better 
manage risk and compliance and drive 
continuous improvement in a more 
consistent manner across the Group. 
This uplift in the way we manage risk in 
a centralised global platform will help us 
build a stronger and more resilient QBE.

Risk governance
QBE’s risk governance model reflects 
a ‘three lines of defence’ approach, 
encompassing authorities, accountabilities 
and responsibilities for managing risk 
across the Group. In 2021, QBE has 
continued to focus on embedding the 

firm foundations delivered from the risk 
transformation program, with greater 
ownership of risk management in the first 
line and greater consistency in the way 
key risks are assessed and understood 
across the Group.

Governance structures serve as an 
important tool in the management of 
QBE’s risk profile. Board and executive 
committees discuss QBE’s risk profile and 
risk issues, and act as an escalation point 
for any identified issues or concerns. The 
alignment of divisional and group-wide risk 
reporting has further enhanced the risk 
reporting capabilities and streamlined risk 
reporting across the Group. 

Risk culture 
A robust risk management strategy is 
underpinned by a strong risk mindset and 
a culture that supports safety to speak up. 
In 2021, the Group further refined its risk 
culture framework, working closely with 
the broader culture initiatives program 
and aligning to the risk culture guidance 
provided by the Australian Prudential 
Regulation Authority (APRA).

Through our culture initiatives, we defined 
a QBE target state culture, conducted 
a deep dive on current state culture and 
commenced implementation of a blueprint 
for change to address gaps identified. 
This collaboration has enabled us to 
further embed a risk mindset across 
the Group through more explicit inclusion 
in our refreshed QBE DNA, leadership 
attributes and cultural metrics. QBE’s risk 
culture was assessed as part of a risk 
maturity assessment in 2021, which 
provides a benchmark against which 
future enhancements will be assessed.

Fiona Larnach
Group Chief Risk Officer

Group Chief Risk Officer’s report

We have continued to enhance the maturity 
of our risk management capabilities, responding 
effectively to the challenges presented by 
COVID-19 and extreme weather in 2021. 
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Our top 
emerging risks

Cyber 
QBE has continued to develop its cyber security capabilities and control environment 
to adapt to the ever-changing and increasing internal and external threat of cyber risk. 
Increasing sophistication of external attackers, along with significant internal technology 
change such as through the IT modernisation program, demand an effective and up 
to date cyber security control environment to prevent significant organisational loss, 
damage or disruption.

QBE has established and built its cyber security foundational capabilities to protect QBE 
over the last three years of cyber transformation (2019–2021), creating a coordinated 
function to proactively defend, monitor and respond to known and emerging threats in 
all our regions. The focus of the Group’s cyber security team is to evolve our capabilities 
to meet the threat landscape, whilst remaining flexible in developing the next horizon of 
the strategy, and mature today’s capabilities that support and protect QBE’s modernised 
technology and business agenda. The focus of the cyber strategy has been on: 
• visibility and response – which have provided the ability to quickly detect and respond 

to suspicious activity in the QBE environment;
• data security including data loss prevention controls; 
• global identity and access management platforms which ensure our people only have 

access to the systems and information they need to do their jobs; 
• network security; and
• a comprehensive global program to raise cyber security risk awareness. 

COVID-19 
COVID-19 will have an ongoing impact on the broader community, as well as QBE. 
Actual and potential impacts span investment return volatility, insurance exposures, 
operational impacts and impacts on staff and the broader population. We remain well 
reserved for potential COVID-19 insurance claims and continue to closely monitor 
claims development as well as industry-wide developments. QBE has proactively 
supported its staff through the pandemic, with a particular focus on wellbeing and 
mental health. Our return to office strategy is aligned with local government health 
advice and is targeted at protecting the safety of our staff and other stakeholders.

Climate change 
Climate-related risks are likely to impact QBE over the short, medium and long-term. 
By offering insurance products such as property, crop, marine, aviation and lenders’ 
mortgage insurance, our business is exposed to increased claims from climate-related 
physical risks such as sea level rise, bushfires, hurricanes and floods. As a result of the 
transition to a low carbon economy, the insurance needs of our customers are changing, 
and we need to adjust to ensure we support our customers over the long term. Globally, 
regulatory and disclosure expectations in relation to the management of climate risk 
continue to increase. 

  Further detail on our approach to managing climate risk is provided on pages 30–37.

Insurance accumulations
As an insurance company, accepting appropriate insurance exposures is part of our 
business. Unknown or inappropriate concentrations of insurance exposures can result 
in earnings volatility and capital strain. QBE monitors and manages its insurance 
accumulations closely. We utilise sophisticated modelling to understand both our current 
and forecast exposures, with a direct link to the Board’s risk appetite in relation to 
extreme loss events. Regular scenario analysis is also utilised to understand the potential 
impact of unexpected events. Reinsurance and broader portfolio management strategies 
are integral to ensuring that our insurance accumulations remain at acceptable levels.

Inflation 
As the global economy continues to emerge from COVID-19, the profile of inflation risk 
is shifting and has become a source of heightened focus across the Group. Our inflation 
working group brings together cross-functional leaders to consider predicted inflationary 
trends and propose our response across all dimensions of QBE’s business. The recent 
supply chain stresses are expected to accentuate claims cost inflation. We have 
conducted an actuarial review of the potential impact to claims reserves and have made 
provision for the anticipated trajectory of inflation where appropriate. In addition, pricing 
teams have incorporated our best forecast of inflation impacts within product pricing 
models. We continue to monitor this risk and will make adjustments in anticipation of any 
further changes in trend.

 
 Supply chain disruption
As COVID-19 has shown, supply 
chain disruption has the potential 
for material, long-term impacts on 
businesses and consumers alike. 
The pace, direction and duration 
of disruption can vary significantly 
based on the underlying cause of 
the disruption. Given the evolving 
nature of this risk, it is important that 
we maintain a current and accurate 
understanding of all major supply 
chains to our business. 

 Changing customer 
preferences
QBE strives to maintain an 
accurate and up-to-date view of 
our customers’ preferences and 
challenges in order to better serve 
their commercial interests. New 
technology and ways of working 
are accelerating innovation and 
changing the risks customers face 
and their expectations in terms of 
delivery, product experience and 
timeliness. This requires QBE 
to continuously understand their 
expectations and respond in an agile 
and flexible way. These changes 
will likely have a more immediate 
impact on personal lines and SME 
business as customers continue to 
digitise. The impact on larger clients, 
which are often intermediated, may 
take longer to emerge and will likely 
be linked to understanding and 
mitigating new types of risks such 
as autonomy and the increasing 
importance of cyber and data.
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